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Government regulation responsibilities

‘Regulating E-Commerce
*Maintaining citizen privacy rights
eBalancing anonymity vs. accountability

Managing intellectual property regime
sGuaranteeing freedom of speech

—acilitating computer system security

Protecting critical infrastructure

Recognize limits of regulation while ...

Developing consistent regulatory framework that can be
harmonized with other governments’




Government responsibilities

Regulating E-commerce




E-Commerce Issues

e Product Restrictions
Tobacco
What can be sold to children
Acceptable food products
Pharmaceuticals
Alcoholic beverages

Financial services
Textile and Wool Products

o Taxation control (customs, sales taxes, double
taxation, VAT)

e Societal values

Language requirements (e.g., use French)
Accessibility standards (www.w3.org/wai) [10-20%]



http://www.w3.org/wai

Some possibly fraudulent
e-commerce schemes

/3 E-Commerce & the Internet - Microsoft Intemet Explorer

58 5l Pyramid Schemes
“Miracle” health and
diet products
. Gambling and
International Lottery
| Investment, Credit and

FTC Names Hts Dirty Dozen: 12 Scams Most Likely To Arrive Via Bulk Email

Getting Online: Using Internet Access Products

Going Shopping? Go Global! A Guide for E-Consumers Up 0

Guide to Online Payments S e C u r I t I e S S C a m S
Holiday Shopping Online

Holiday Shopping Tips

How to Be Weh Ready - -

How to Protect Kids' Privacy Online

How to Protect Kids' Privacy Online: A Guide for Teachers ¢ O n | I n e A u Ct I O n S
ID Theft: When Bad Things Happen To Your Good Name

International Lottery Scams

fon] 800 OEA ' (I mATGRS o Erotic Services

Consumer Education

Computers For Next to Nothing: What's the Deal?
Don't Get Burned .. by a Pyramid Scheme Campaign




Government responsibilities

Maintaining citizen privacy rights




PRIVACY

Different meanings in different cultures R’k

Users (consumers) want anonymity -
and benefits (convenience, efficiency) TIME Magazine, August 25, 1997
but may have to balance these

"y

"The right to be left alone -- the most comprehensive of rights, and the right
most valued by a free people." - Justice Louis Brandeis, Olmstead v. U.S.
(1928). See also Samuel D. Warren & Louis D. Brandeis, The Right to
Privacy, 4 Harv. L. Rev. 193 (1891).



http://www.time.com/time/magazine/1997/dom/970825/index.html

PRIVACY (DATA PROTECTION) COMMISSIONERS
AND REGULATION WORLDWIDE

» 23 countries have data protection (privacy) commissioners
e (See Canadian Privacy Commissioner’'s Annual Report at
http://www.privcom.gc.ca/english/02_04 08 e.htm)
* European Union Data Directive has regulations:
* No secondary use of data without an individual’s informed consent

* No transfer of data to non-EU countries unless there is adequate privacy
protection (see, for example, www.export.gov/safeharbor)

« US still has no central regulation with respect to privacy.
Sectoral regulation in U. S.:

Notice/ Choice/ Access/ Integrity/ | Enforcement/
Awareness Consent Participation | Security Redress

Financial services Yes Yes NETS NETS NETS
Health Yes Yes Yes Yes Yes

Online profiling Yes Opt-out
WWIEIESS Proposed Proposed Proposed | Proposed

(John McCarthy, Forrester, Dec. 2000)




EXAMPLES WHERE BUSINESS HAS INVADED PRIVACY

« Unsolicited e-mall (spam):
- Online advertising agency monitored surfing of

net users (DoubleClick)

. Attempted fire sales of user data, reneging on
past promises (Toysmart.com)
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SURVEILLANCE BY PRIVATE SECTOR

- i 4 | [T TBookmarks W by Yahoo! « e ahoo! Gl Finance = s News « © Maps  + ) Restaurants

5 alendar = |55 Address Hook -

Simon  Flyswat Off | ) gile 2~
Tuesday August 3,1999
avelEyes/ Driver’s Name
Start Stop Time Action
Time Time Duratien Type Lecation Mame Mileage
G 48P &:48PM 00:00 Power Power On 0.00
6. 45FM 6.4 5FM 0000 Begin EBegin: L- Your House 0.00
& 48PN T:.16PM 0028 In Transit In Transit 2347
T1ePM 857PM 0141 Etop L- Rectaurant 0.00
8:57PM 9.08PM 0o:11 In Transit In Transit 862
90PN  10:51PM 0143 Stop L~ Friends House 0.00
10:51PM 11.07PM 0016 In Transit In Transit 10.24
1107PM 1116PM 0009 Stop L-Cuick Stop 000
1116Ph 1148PM 00:32 In Transit In Transit 30.95
11:468PM  1.4AM 01:16 Step L-Local Bar 0.00
10d4AM  1:51AM 0047 In Transit In Transit 2870
1:51A0 44480 02:33 atop L-Pool Hall 000
4 4440 5:32AM Qo48 In Transit I Transit 47 95
532AM  T:53AM 02:21 Stop L-Friends House 000
7:33aM BI12AM 0019 In Tranzit In Transit 17.85
g12aM  812AM 0000 End End: L-Your House 0.00
8112aM 8:12AM 0000 Power Power Off 0.00

lone I_ I_ 4 Intemet




SURVEILLANCE BY PRIVATE SECTOR

| @ httpa:d Aenen. 18000z 2arch. com1800uszearnch- 78/ mek-coi/bzdlycoz. pl Y hame=
T @ Customize Linkz @ kizrozaft @ YWindows Lpdate @ Windows "% ahool cyberadinZ000.com - [F'z A Whole New Way To Radio Media B ackflip It R ealFlayer

[ http: £ Awindows. microzoft. comdizapidredi dl?... |

USSEARCH.com

The Worldwide Leader in Public Record Information

FIND OUT ABOUT:

Ron Keohane
32

Enter Approximate Age {Jf Knonw}l
Conduct a Search on Someone Elsel

HERE'S WHAT YOU GET:
| Deluxe Search | Super Search
| $10.05 | $30.05
| . | 2

Current and previous addresses going hack 10 years Current and previous addresses going hack 10 years

Any additional phone numbers available
Family members of individual

Other people at the same address
Meighhors with listed phone numhbers

Spouses (if individual currenily lives in Florida or Texas)

Any additional phone numbers availahle
Family members of individual

Other people at the same address
Meighhors with listed phone numhbers

Spouses (if individual currenily lives in Florida or Texas)

[ [ lbanmat



Lycos Road Mapsz - Microsoft Internet Explorer provided by Dell

<~ Mafg ""‘1-:__,_...-« fmum

<1999 I'»."laplf.]uest com, Inc.; € 1999
Nawvigation Tachnao h:u:uas

Origin
YWashington, DC

& 1999 MapQuest.com, Inc.; & 1999
Mawvigation Technolbgiss

Destination
Alexandria, Wi

Door to Door Directions
From: 1500 Pennsylvania Ave, MW Washington, DC

To: 32

|Direc:tiun

Distance

Use the map above to get to .

There are 0.02 miles ([0.02 km) between the start of the directions and 1600 Pennsylvania Awve. MW

|1: Start out going East by turning left. | 0.1
|2: Turn SLIGHT LEFT onto ALEXAMNDER HAMILTOM PL MW, | 0.1
|3: Turn RIGHT onto 15TH ST N, | 01
|4: Turn LEFT onfo PEMMNSYLY ANLA AWE MWW, | 0.1
|5: Turn RIGHT onto 14TH ST MW, | 0.2
62 14TH ST MW becomes 14TH ST NiAUS-1. | 0.6
|?: 14TH 5T MW AJS-1 becomes US-1 S, | 0.5
|E: US-1 S becames US-1 5/1-395 S, | 0.s
|

|n- Tt b sidbkt oo an Aebe TTNE O

&L




GOVERNMENT SURVEILLANCE

see www.gn.apc.org/duncan/stoa_cover.htm and www.cfp2000.org

EUROPEAN PARLIAMENT

Seaprrmane a0 | S oocay, Drmoes Anpemepsr

STOA

DEVELOPMENT OF SURVEILLANCE
TECHNOLOGY AND RISK OF ABUSE
OF ECONOMIC INFORMATION

o i ik o iechasdoget. Tor kil coamead |

P 4
The state of the art in Communications
Intelligencel COMINT jof automated processing for intelligence
purposes of intercepled broadband multi-language leased of
common camier systems, and its applicability to COMINT
targeting and selection, including speech recognition
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GOVERNMENT SURVEILLANCE
Carnivore: Net-tapping by FBI, 2000

N ARt ibidanidanide
LI T L i'ﬂ#"‘i‘h*“ |

Official FBI figure from



http://www.fbi.gov/programs/carnivore/carnlrgmap.htm

GOVERNMENT SURVEILLANCE

Not a new idea: Jeremy Bentham argued for control by surveillance in

1791 in his design of the PANOPTICON, where every person in a
building is watched from a central tower.

The Panopticon of Jeremy Bentham
From Barton, Ben F. and Marthalee S. Barton. "Modes of Power in Technical and Professional Visuals." JBTC 7.1, 1993. 138-62.




Government Survelllance

When to allow monitoring?

 What safeguards to prevent abuse?




Generic Code of Fair Information Practices

This formulation of a code of fair information practices is derived from several sources, including codes developed by the Department of Health,

1.

2.

Education, and Welfare (1973); Organization for Economic Cooperation and Development (1981); and Council of Europe (1981).

Openness
no secret databanks on individuals
Data subject view and correction
right to see and correct data on self

. Collection Limitation

limited data collection by lawful means and, where appropriate, with knowledge
or consent of data subject

. Data Quality

only relevant, accurate, complete, and timely data

. Finality

limits to the uses and disclosure of personal data, used only for purposes
specified at time of collection, unless data subject or appropriate authority
allows

. Security

reasonable security safeguards against such risks as loss, unauthorized
access, destruction, use, modification or disclosure

. Accountability

record keepers accountable for complying with fair information practices
See http://www.cdt.org/privacy/quide/basic/generic.html for more detail.



http://www.cdt.org/privacy/guide/basic/generic.html

Government responsibilities

Managing Intellectual Property Regime




Is “Copy” Still the Right Concept?

» Should access to data be controlled? Start from the basics: progress
via incentive. Does a use impact incentive? Why did the current intellectual
property regime come about? Is it still useful? What can be done to have it

work in the digital age?
« Can access to digital information be controlled?

 The DVD story — as told by a defiant Carnegie Mellon University
professor: http://www.cs.cmu.edu/~dst/DeCSS/

Points to descrambling algorithm (in violation of 17 USC 1201(a)(2)
?), code on T-shirt, software code, Power Point slides on Content
Scrambling System (CSS), algorithm in haiku by an anonymous poet

« DVD/DeCSS FAQ from the Motion Picture Association of America point
of view is at
« (Good references on the current intellectual property regime:

1. National Research Council, The Digital Dilemma: Intellectual Property in the Information
Age, http://books.nap.edu/htmli/digital_dilemma/

2. Digital Copyright by Jessica Litman, Prometheus Books 2001, www.digital-copyright.com



http://www.mpaa.org/Press

Napster file sharing

# Napster v2.0 BETA 9
File  Wiew Actions  Help

&) Home | & Chat | & My Files | &, Search | Hot List | & Transfer & Discover | F Help | Shop for music at
Filename Filz Size Lser Status Progress Rate Time Left
@ Erittany Spears - (| can't get no) 5 atisfaction. mp3 B.36E.548 MEB94G ey Filz Camplete!
{} Heart of Oak, Rule Brittania - HM Royal Marines Band.mp3 1.464.424 of 3477 B32 Khakil040 Dowrloading... 5.86 ks 00:05:43
{} Anthemn - [talian Mational Anthem - (Inno di Mameli] - ESB.MP3 1,362,094 ScottS chaffer File Complete!
“ Mapster
File  “iew
3} Home Shop for rmusic at
Arkist: ;Brittar
Title: i
Filename Freq | Length | L=er | Connection | Fing | e
® 14y Filez“Br 44100 323 cajbwz. . Unkrnowrn a1
® b sichBritt 447100 323 Iedala.. . Unknowe 117
® b sichBritt 447100 21 Iedala.. . Unknowe 117
® A Lizic[Eritl 44100 Ec | Mazter. .. Cable 144
i 44700 4:25 HNEE94... Cable 262
® EBrittary Sp 44100 337 MNEES4. .. Cable 262
® pA Lsic B itk Filename I Fil= Size I User I Status I Spesd I Progress Rate Time Left I 44100 327 nappwyh... Cable 345
8 mus"::g”:: 4t MarmanT abemacleChairBattle_Hymn_of_the_Fiepublicmp3 5,695,779 sandraphelps File: Complete! 3::: gg ggg Euggag: ggE gg:ll
usichEritt, Y : T | : ubba3t. .
@ b LisichE it 4 [The Beatles)-Riock And Rall Music.mp3 2.394.240 diiszzyrick. Transzfer Errarl 44100 P Slimzha. Cable ppEes
® A Lisich Bt 44700 24 temaste. . Cahble ave
® A LizichEritt, 44700 327 larpani2 Unkrnown 3re
® kA zichBritt, 44700 233 larpandz Unknown ara
® L LizichEritt, 44100 e 33cic] plavboy. Unkrnowrn /e T
O b uzichBritt, 44100 4:06 terizkye BEE. 391
® kA zichBritt, 44700 233 Froggud. .. 14.4 394
® Gabby's Sc 447100 227 Galden... Cable 397
Ot uisicEritt, 44700 23 tezakbz? BBk 406
® 14y Files'Br 44700 2:48 folk=23 Unkrnown 430
® tiy Fileshta 44700 415 folt=23 Unknown 430
® 14, Files\Br 44100 0:51 falt=23 Unkrnown 430
2 kendall“Eril 44100 327 shorking. .. BBk, 518
® Brittary Sp 44700 4:02 killvwoody Unkrnown BZE
O Brittary Sp 44100 207 Luigi19... =121 . 529
® tiLizicFrar 44100 1:49 wiolet_10 T1 R4E
® SimbaEritt = 44700 223 T oonaoack Unknown 555
O My Fileshcc Clear Finished | Cancel 44100  1:56  derivicus  ISDM-128K 556
8 t Lizic B ritt{Dnline (pitsburghboy) Sharing 280 files | Eurrently 11,751 users sharing 2,322,105 files (3,576 gigs) 44100 327 Spearin... SEE. 556
My Files“Br — . = = > 447100 3119 tammyk| BBk 574
Sy Filesn S| @O A G OEAE ¥ < & > | 2] 5] H T || zenesam B G 5P Wil [0 B BOQLMAQOBO 54974 4100 321 tammyki SeK 574
® i LsichBrittany Spears - Sometmes. mpJ * 4,942 bigag 125 44100 4:06 K.atherin. .. Cable a7E
® i LizichErittany Spears - From The Bottom OF My Broken Heart. mp3 4,990 367 128 447100 510 k. atherin. .. Cable L]
® 14 LsichErittany Spears - Lucky. mp3 4,943,024 192 447100 327 c-roc-a-f.. Unkrnown 583
® E 5rthLink \Erittany Spears - Stronger.mp3 4. 8EE.02E6 192 44100 223 princess. . Unknown 596
D MusichBrittany Spears - Lucky.mp3 4.943.024 192 447100 327 blakemi... BEE. B0
O tusichBrittany Spears - Stronger.mp3 4 866,026 132 447100 323 blakemi... BBk B0
® Erittney S pears“Brittany Spears - Dops! | Did it again.mp3 5,088,322 192 44100 233 alLEBIMO. . Cable 7S ;I
Get Selected Files I Add Selected User to Hot List I

|Dn|ine [pittzsburghboy]: Sharing 278 file=s. |Current|_l,.l 11.899 uzers sharing 2.342. 222 file= [9.970 gigs]

@] @ O ACOEBAE S Bt & 7| & ol 2] T || zoneaam B 2y EFE @ | | adiess | [ B0 B % DEADOEO 521 Fv




Napster, Jefferson’s Moose, and the Law of Cyberspace
David G. Post, June 8, 2000
www.temple.edu/lawschool/dpost/Napster.html

But that takes property created here and brings it there.

Is that sharing or smuggling?

Does copyright law protect this? Should it? Who decides?
Why?

Is Cyberspace a new place? Is there a here and a there?

Jefferson would not ask if Napster infringes Sec. 512 of US
Copyright Act, but whether and how it opens new possibilities.




Peer-to-Peer Won't Go Away!
This Is NOT Napster:

Hoszts I EiE:ar:::hI Donnloads I u |:-I:::.5-:|:5:| b anitar I Statistics I

= BearShare

P

*How about Napsters for “Despite Napster's demise, P2P's legal struggle lives
on -- certain to battle RIAA further in the coming
months, as the industry continues to wage a war to
*Real estate listings? cripple the technology it cannot control and attempts
to wrestle music distribution away from the people
at the expense of freedom of speech and

«Government efficiency and effectiveness tips?  innovation.” — Robin Gross, EFF Staff Attorney,
March 5, 2001,
http://www.eff.org/effector/HTML/effect14.04.html

emaking up the human genome? _

*Publius, a censorship resistant, tamper evident, WWW-based publishing
esystem, already exists (see ).
sEach server can't tell type of content it is hosting, and any

smodification can be detected.

I ST

#Mstant| €= A ECOMMBEAE < >8]l el = zonesam T8 G TS B || Addess |[T30 BN OO OB 507

poetry?

Articles about law and cyberspace?

sinformation about genetic sequences



http://www.cs.nyu.edu/~waldman/publius.html

Recommendations for Policymakers

National Research Council, The Digital Dilemma: Intellectual Property in the Information Age,
http://books.nap.edu/html/digital_dilemma/

Aim for technology independence

Keep It simple

Keep it flexible

Keep cool




Freedom of speech
Content control and access

When is speech “chilled”?
Traditional areas of controversial or forbidden speech
o Sedition
e Pornography
Censorship vs. User Choice
Communications Decency Act and relatives

German anti-Nazi provisions
French terroristic provision

e Technological disclosure controls

Commercial speech and advertising get same
protections? Spam?




TRUST ME, | WILL TAKE YOU OFF THE SPAM LIST

P
S Fle Bt Welbe:  Blecags  Tueche Speecal Took  wWiedoss Hep

T oy & CofIAC) « ¢ B
] = B> whe | Dot s T T T

(=g gl Fie Edi Miew Favoites Tools Help
=

Back  Fowed | Stop Refiesh  Home | Seach  Favoiles  Histow ‘ Ml B Dol fetivmn MR
Adchess [&] hitp: /v ghanamail. com

P S @R 08 3| - v Bookmarks % My Yahoo! ~ cr-Yahoo! S Finance - cfNews - &0 Maps - > Restaurants slendar - [ Address Book ~
rrySimon  Flyswat OfF [ O search! E'> |

@ The page cannot be displayed

The page you are looking for is currently unavailable. The Web
site might be experiencing technical difficulties, or you may need
to adjust your brawser settings.

Flease try the fallowing:

Refresh button, or try again later
If you typed the page address in the Address bar, make
sure that it is spelled correctly
To check your cannection settings, dlick the Tools menu,
and then click Internet Options. On the Connections
tab, click Settings, The settings should match those
provided by your local area netwark (LAN) administratar or
Internet service provider (ISPJ.
If your Metwork Administrator has enabled it, Microsoft
windows can examine your netwark and autormatically
discover network connection settings.
If you would like Windows to try and discover them,
click @ Dietect Network Settings
Some sites require 128-bit connection security. Click the
Help menu and then click About Internet Explorer to
determine what strength security you hawe installed.
If you are trying to reach a secure site, make sure your
Security settings can support it. Click the Tools menu, and
then click Internet Options. On the Advanced tab, seroll
to the Security section and check settings for SSL 2.0, SSL
3.0, TLS 1.0, PCT 1.0

= Click the % Back buttan to try another link.

&] Done [ [ |4 Intemet
Msen| | @E o ACOEBAR S B a 7@ B g |z O B | | ks |30 oGl oEALOE 220

Some statements do not
inspire a lot of confidence =

| sgpone =

Ast| EOACOEBAE D G~ [Feees Zoeeies [l T O 5T 50 N - OB s

«See www.junkbusters.com for anti-spam tools.

*Monitor www.cdt.org and www.epic.org or more information on
(U.S.) legislation.

*And what about wireless and location-based spam?




HATE SPEECH SITES

3 White Aryan Resistance - Microsoft Internet Explorer

j<=-=>-¢»§s@§@®§v- @ 2

Back Forward Stop Refresh Home | Search Favorites Histary | b il Print E dit Diacaa Dell Home  Real.com Meaaeger

j-"l"tddTESS @ hittp: A Ao, resist, comd ..'..j

Subscribe
Tom Wletzger
Aryan Updais
Den't Talk

Our Positiens Migoet g :
Rarcist Cartocns Sink The Boat NiggerBall America On A Platter
Merchandise Aryan Might Proud Aryan We're Surrounded

_ _ Don't Get Screwed Alien meet Negro American Dream
Coentact Infe

_ Agitate Who is hehind this? Who writes this stuff?
E-NVIiail _ . . ] _
Too much Black Crime Giddy Up Jewhoy Eight Back

Humg Tinted Windows Jews Bug Me

P.0. BOX G5
Fallbrook, CA 32085
(TEO0) 723-3006

|&] | ---------- | ---------- {48 Internet

dsat| ECACOEMBALE S B o 2| e E®m 2 zoesn () EPE BT | sddess | [F3E D S DEAD OB 5264




TECHNOLOGICAL DISCLOSURE CONTROLS

PICS: Platform for Internet Content Selection
RSACI Content Advisory Levels

LEVEL LEVEL LEVEL LEVEL LEVEL
0 1 2 3 4

VIOLENCE: content may include

armless conflict: Creatures injured Humans injured Humans injured Wanton and
some damage to or killed; damage or killed with or killed; blood gratuitous violence;
pbjects to objects;fighting small amt of blood and gore torture; rape

NUDITY: content may include

No nudity or
revealing
attire

Revealing Partial nudity Non-sexual Provocative
attire frontal nudity frontal nudity

ontent may include

Romance; Passionate Clothed sexual Non-explicit Explicit sexual
no sex kissing touching sexual activity activity; sex
crimes

LANGUAGE: content may include

Inoffensive Mild Expletives; non- Strong, vulgar, or Crude, explicit
slang; no expletives sexual anatomical hate language; sexual references;

profanity references obscene gestures extreme hate
language

RDF: Resource Description Framework; P3P: based on RDF
More info at http://www.w3.org/? where ?=PICS, RDF, or P3P



http://www.w3.org/

P3P informs Web surfers

(will be in Microsoft Internet Explorer 6.0)

! wiehoome o ATAT - Maciosol Intesel Esploser

Eiw Edd Y Fgeotez Jook  Hele

v .+ @ o 4

B i Fane== Hars Spaazh  Favaimz  Hoeep
A (4] g e o con?

WELLDOME TO ATAT

Tell Mo More!
ATAT Digital One Rate™

ATET Ennecty “-u'l r].r\.-’l:q‘.”]ﬁ gk ]
with warehesd, oien wirdhoua calia il e
. - a e D sl e

Set My Privacy Wiew Privacy Site's Privacy Demao User
Check
Preferences

Results Fules {APPEL) Policy {in kL) Agent Help
& privacy check has been performed to compare your personal privacy settings and the corresponding privacy rules to the
privacy policy of the web site you are currently visiting.

PRIVACY
View policy : http://www.att.com BBB OnLins

@ This site does allow you to remove yourself from marketing/mailing lists.

@ This site does allow you to find out what data they have about you.

= ;
‘Legend: @ Privacy CK @ Privacy palicy unknown \@ Privacy violation

From World Wide Web Consortium, http://www.w3.org/P3P/p3p-interop-report-20000621.html



Government responsibilities

Faclilitating Computer System Security




Security Controls Should Maintain CIA

(Confidentiality, Integrity, Availability)
SOME TYPICAL SECURITY MECHANISMS

« Authentication
* Something you know (examples: password,
encryption key)
« Something you have (examples: token, capability)
 Something you are (picture, fingerprint)

?

* Cryptography (Example [very simple]: Iwdoa —» -

« Traditional, single key (DES, PGP, AES)
* Public key (two keys,public and private: RSA)
Digital signatures
« Risk Analysis
» Expected value
« Worst case
e |nsurance




Security Controls Should Maintain CIA

(Confidentiality, Integrity, Availability)
SOME TYPICAL SECURITY MECHANISMS

« Authentication
* Something you know (examples: password,
encryption key)
« Something you have (examples: token, capability)
 Something you are (picture, fingerprint)
*  Cryptography (Example [very simple]: Iwdoa — ITALY)
« Traditional, single key (DES, PGP, AES)
* Public key (two keys,public and private: RSA)
Digital signatures
* Risk Analysis
* Expected value
 Worst case
e |nsurance




Internet Worm (Nov 1988) shut down 6,000 machines

MALWARE GENERATORS

% Vbsz Worms Generator [Vbswa) 1.50b - [K]Alamar - g Payloads

Options Replication Payloads:
‘\aorm name: | " O startup | v Uze paploads
‘our name: |[-1lamar Outlogk | Show a meszage
‘wharm backup Mirc | Meszage: oy are stupid!
Copy worm bo: |ﬁ"""fi”':|':"w3 ﬂ' Firch | o Picture:  [Critical -
File: narme: o arm. vbs Irfect Files | —
Leave the .vbz at the end. Save az default | Palnads | ~ U -
T {Hittp: /Ao wiril. com. ar
R andom wordz lenght; W README | Extraz |
EStDiTIZEi - —— (~ Creates TMb varables bl system crash.

[v Start with Win [ Infect files [ SearchMirc [ Search Pirch
[ Show Mzg [ Gota Url [ Crash spstem [ Crash gpstemn 2
v AntiDeletion [ Cipteode [ Download and ik file

(—  Hun notepads untl spstemn crazsh

When?

About Help Contact | Load FPref. Euit | Generate

Mantk: |17 21 Day 26 |

Tip Save as default Cione

Love Bug (May 2000) infected 15,000,000 machines



Zapatistas revolutionary website
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With the EZLN to the DF In a press confierence, the 2 of December of 2000, the EZLN fixed their position araund

Cﬂntenidﬁs Con el EZLN al DF e the new federal govemment headed by Vicente Fox and fixed 3 conditions to retum to the table of the dialogue: the
| | Usethe new Faging Eabe Fefito print your fulfilimert in the Agreements of San Andrés, the liberation of all the imprisoned zapatistas and the retirerent of the -
Ennuna conferencia de prensa, el 2 de diciembre de 200, el EZLY fijé su posicisn en g transiefions army of 7 of the 259 pasitions that occupy in Chiapas. The zapatistas will travel in February of 2001 to the capital of
# (omunicados Lo &l nuevo golietno federal encabezado por Vicente Foxy 6 3 condicionespara | | Mexica to argue, in front of the Congress of the Union, the inttiative of constitutional reforms in the matter of rights
mnm:mm regresar ala mesa del didlogo: el cumplinenta e los Acuerdos de San Andrés, la Downloert 5 STRAN Persond end transiate and indigenous culture presented/displayed by Cocopa. Recent official notices: " Mexico 2000: opened windovs,
liheracidn de todos los zapatistas presos y el retira del ejéroto de 7 de las 250 your privte documerts in seconcs. doors to open. " (02dicf2000) Spanish, portugués Letter to Vicente Fox. (J2/dic/2000) Spanish, English,

posiciones que ocupa en Chiapas. portugués, frangais Communicated on the possible resumption of the dialague. (J2/dic/2000) Spanish, English,

portugués, frangais Communicated on the trip of 23 commanders and Subcomandante Marcos to the Federal
District. {02/dic/2000) Spanish, English, Portugués Communicated on the establishment of the Information center

* Noticias
(Tfima revisign: 3 Hena/2 001

Questions? Check ot our FAQs,

Los zapatistas vigardn en febrero de 2001 212 capital de DMeéxico para argumentar, frerde

ol Congteso de Ta Unide, la iniciativa de reformas constitucionales en matetia de derechog y of | Likethis new version? Send us your comments Tapatista. (13/ene/2001) Spanish, portugués important Data on the trip of the EZLN to the D F. {0B/ene/2001)
#* Derechos indigenas y los Cocopa. Spanish, potugués Letter on mail and the page Web (12/enef2001) Spanish Publication of the route and tinerary
Acuerdos de San Andreés fior the trip to the D.F. 24/enef2001) Spanish Of senders and adressees. (24/enef2001) Spanish Clarifying to
Comunicados recientes: doubts on the march to the DF and the three conditions for the dialogue. (27/enef2001) Spanish The EZLN, through
* Municini : the new Information center Zapatista, makes a call to national and intemational solidarity so that they support
: Municipios autonomos ‘ ) ] : : - o ) ; ; :
« "México 2000: ventanas shiertas, puertas por abir" (0/elie/2000) espafiol portuguds econarnically this inttiative of peace depositing any contribution in the following banking accourt: BANCOMER.
: » Carta a Vicente Fox, (02/dic/ 20000 espafiol, English, porfugués, framgais Plaza 437, Murber 50010605, (fve, zero, zero, ane, zer, six, zero, script, five) To name of Mrs. Maria of Rosario
* Mapas y miscelinea » Comunicado sobre el posible reinicio del didlogo. (03/dic/2000) espafiol Fnglish porfug Ibarra. San Cristdbal of |
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Government responsibilities

Protecting Critical Infrastructure




Critical Infrastructure Sectors
(President’s Commission on Critical Infrastructure Protection)
Information and communications
Physical distribution
Energy

Banking and finance
Vital human services




Critical Infrastructure Sectors

(President’s Commission on Critical Infrastructure Protection)

Information and communications
Local and long-distance telephone carriers
Cellular networks
Satellite services
Internet

Computers used for home, commercial, academic,
and government use

Physical distribution

Energy

Banking and finance
Vital human services




Examples of Attacks

Information and Communications

» Distributed Denial of Service attacks on major Internet sites
Physical

» Disrupting air traffic control systems

« Japanese subway system

Energy

« Computer access to power grid (service people dial in from
home modem)

* Oll pipelines run through countries (in Middle East) (what if
countries are fighting?)

Banking and Finance

 Money laundering

» Malicious code that reroutes money into a specific account
Vital human services

« Water disputes

« Attacks on treatment plants

* Rerouting emergency (911) calls to locations across country

 Changes to hospital records




CONTROL MECHANISMS

WWW.Cla0.goV

Entitywide security: Plan for emergencies, create security
procedures

Access controls to critical information, systems, and people

Seqgregation of duties: no single person has control over all
essential information or operations

Continuity: have plans to restore service and to not lose critical

Information

Change control and life cycle management: be able to make
changes without significant service interruptions

System software controls: critical software only can be
accessed by certain people and their uses should be monitored
and logged.

A number of excellent presentations on this are at
http://www.ciao.gov/Audit/SummitLibrary/SummitLibrary.htm




Critical Infrastructure Protection: National Plan for

Information System Protection

U. S. General Accounting Office Report AIMD-00-90R
, February 2001

* Prepare and Prevent

1 Identify Assets and Shared Interdependencies and
Address Vulnerabilities

« Detect and Respond

2 Detect attacks and unauthorized intrusions

3 Develop robust intelligence and law enforcement
capabilities to protect critical infrastructure
systems, consistent with the law

4 Share attack warnings and information in a timely
manner

5 Create capabilities for response, reconstitution,
and recovery



http://146.145.203.59/CIAO_Document_Library/2001CongReptSummary2.htm

Critical Infrastructure Protection: National

Plan for Information System Protection

U. S. General Accounting Office Report AIMD-00-90R
Latest: , February 2001

« Build Strong Foundations
6 Enhance research and development to support 1-5
/ Train adequate numbers of Infosec specialists

8 Outreach/Awareness of Improved Cybersecurity
9 Legislation and funding supporting 1-8

10 “In every step and component of the plan, ensure
the full protection of American citizens’ civil liberties,
their rights to privacy, and their rights to the
protection of proprietary data”



http://146.145.203.59/CIAO_Document_Library/2001CongReptSummary2.htm

Government responsibilities

Recognizing Limits of Regulation




CRYPTO IMPORT CONTROLS
Ny {c) 2000 Bert-Jaap Koops COctober 2000

WWWWWWWW
rals

implementation waries

O wotenr A CRYPTO EXPORT CONTROLS
@ no export controls B {c) 2000 Bert-Jaap Koops October 2000




Example of the Limits of Regulation:

Non-U. S. Crypto Products (Dec 2000)

835 products from 39 countries
491 non-US 379 US crypto companies produce and distribute in 76 countries

See also Steven Levy, Crypto, Viking, 2001.

pto Survey 2-22-01 _pdf]
Help
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NAI Labs Advanced Research

L
Worldwide Survey of Cryptographic Crypto Survey Results
Produl:ts {As of Decemiber 2000}

FOREIGHM PRODLUICTS: We identfiad B35 cryptographic
products developed in 39 countries sulside the United

NAI LABS
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http://www.pgp.com/research/nailabs/cryptographic/cryptographic-products.asp

Government Responsibilities

Donley’s Wild West Town

From the “Law of the Net” (above) to

Developing consistent regulatory
framework that can be harmonized with
other governments’




Other New Technologies Government Has Dealt With

Air Traffic Control

« safety, security, convenience, commerce
Telephones

* universal service, interoperability
Broadcast Television

» free speech, commercial speech, appropriate
content

Internet

 all of the above: security, convenience,
commerce, universal service, interoperabillity,

free speech, commercial speech, appropriate
content

Internet Presents Similar Opportunities
to Strike Balance for the Public Interest,
and Government has the Responsibility to do this
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Advisory Committee on Online Access and Security

The Federal Trade Conunission has established an Advisory Conunittes on Online Aecess and Security. The
purpose of the Advisory Committes is to provide advice and reconumendations to the Commnuission regarding
implementation of certain fair information practices by domestic commercial Web sites. In partioular, the

A dvisory Committes will address providing enbine connmers reasonable access to personal information
collected from and about them and maintaiming adequate semurity for that information.

+ Puhlic Comments
o How to Subrnit a Comment

v Subgroup Option Papers
o Access Issues
»  Degree of &ecess, and Terms and Conditions of Access
»  The Entities Covered and the Ability to Cormect or Edit the Data
» Authentication and Technology Issues
v Dptions Paper [PDF 101E] fL’
» Therne Plece
= Security Issues
w A Continourn of Security COptions

» March ¥1st Meeting of the Advisory Commitiee
o Agenda of the heeting

o Federal Regisfer Motice Armouneing the Ieeting (03/16/00) [FDF 117K] /L

v Preliminany Dvaft Outlines of Subgroups
o Access Issues
»  Socope and Caterores Suberoup Diraft Cutline

« Entities Suhgroup Diraft Outline [PDF 15K] &5
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Three Mistakes About Regulation

Prof. Larry Lessig, Stanford Law School

ne Net cannot be regulated.”
ne Net was born without regulation.”

ne Net is not now being regulated.”

REGULATION

Lessig, L., Code and Other Laws of
Cyberspace, Basic Books, 1999




FIVE CHALLENGES FOR REGULATING THE GLOBAL
INFORMATION SOCIETY

Prof. Pamela Samuelson

from Chris Marsden, ed., Regulating the Global Information Society, 2000
downloadable from http://www.sims.berkeley.edu/~pam/papers.html

. Can existing laws and policies be applied, or are new laws or
policies needed to regulate Internet conduct?
How can reasonable and proportional responses can be

formulated when new regulations are needed?

How can flexible enough laws be crafted to adapt to rapidly
changing circumstances?

How can fundamental human values be preserved in the
face of economic or technological pressures tending to
undermine them?

How can governments coordinate in Internet law and policy
making so that there is a consistent legal environment on a
global basis?




